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This talk addresses the critical challenges of managing product cybersecurity throughout the lifecycle, and
across applications. Aimed at designers, developers, and manufacturers with a blend of technical and
management skills, the presentation will elucidate the multifaceted nature of lIoT security challenges. It will
emphasize the need for fit-for-purpose security that aligns with application requirements, regulatory
compliance, and lifecycle management. The conclusion underscores the importance of a collaborative and
evolving security methodology to address the dynamic challenges of 10T security, inviting all stakeholders to
participate.

Biography
John Moor is co-founder and Managing Director of the loT Security Foundation (IoTSF).

He has over 30 years of experience in electronic systems and microelectronics industries and holds
executive leadership and general manager responsibilities for loTSF. Previously John served as a vice-
president at the UK's National Microelectronics Institute (NMI) where he was tasked with formulating strategy
and leading key innovation initiatives. Before NMI, John was one of the founders of Bristol-based start-up
ClearSpeed Technology (formerly PixelFusion Ltd). During this time he led engineering operations at the
vice-president level. He was responsible for technology acquisitions, establishing international supply chain
operations and acquiring capability in the UK, USA and Taiwan.

John holds an MA (Distinction) in Strategic Marketing Management from Kingston University London and a
Master of Business Administration from the University of Leicester. John’s formative embedded systems
engineering career centred on leading-edge microprocessor-based systems (substantially parallel systems)



and used in data communications, high-performance computing, graphics and virtual reality applications.
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*As CISO at ASML, Aernout implemented significant security capabilities for ASML (including a 10 fold
increase in investments and even more for organization) in the domain of Information, IT, Human and
Physical Security.

*Executed for 8 consecutive years the Security Roadmap, running a portfolio of security projects, working
away a historic backlog and achieving decent maturity level.

*Spearheaded SIA’s and SEMICON CISO workgroup (US), the same for multinationals in NL, with the NL
CISO Circle of Trust.

*Became CISO of BT Global Services at the early age of 33 through a track record of solid execution and
delivery.

*While at BT, responsible for global security outside the UK. Brought security maturity to operational
excellence level in 30 (mostly newly acquired) entities
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Critical Infrastructure Systems (CIS) composing Critical National Infrastructures (CNIs) enabling sectors such
as power, manufacturing, nuclear, defence, space and transport are underpinned by Industrial Control
Systems (ICS) that have recently been exposed to the Internet and the Internet-of-Things (loT) technologies
by virtue of urging business models. Evidently, this relatively recent interface of such traditionally isolated
setups with the loT has resulted to a rapid surge of sophisticated and targeted Advanced Persistent Threats
(APTs) causing significant safety as well as monetary effects on a global scale. Such attack vectors are
stealthy, and they target hardware and logical processes that are typically resource-constrained and
unprotected. Moreover, they are used frequently in several malicious cyber operations such as nation-
sponsored cyberwarfare and cybercrimes. Therefore, a great challenge and need exists on developing and
evaluating defence and mitigation mechanisms within realistic setups that also adhere to ICS vendor-
oriented and proprietary software nature. In this talk, we will focus on illustrating the vulnerability spectrum of
ICS devices as well as on-going activities on how generalised vendor-independent solutions can be
developed via real use cases in the context of the power, utilities and defence sectors.

Biography

Dr. Angelos K. Marnerides is an Asst. Professor of Cyber Physical Systems Security at the University of
Cyprus, in the Department of Electrical & Computer Engineering and a faculty member leading activities in
cybersecurity research at the KIOS Research and Innovation Centre of Excellence. Previously, he was a
Assoc. Professor at the University of Glasgow (UofG), leading the Glasgow Cyber Defence Group and all the
cybersecurity research activities across all research sections in the School of Computing Science at UofG.
His research focuses on applied security and resilience for Internet-enabled cyber physical systems using
data-driven approaches with focus on critical national infrastructures in various sectors including energy,
defence, manufacturing and water utilities. Dr. Marnerides’ research has received significant funding in
excess of €8M+ from the industry (e.g., Fujitsu, BAE, Raytheon, EDF), governmental bodies (e.g., EU, IUK,
EPSRC) as well as UK national security and defence agencies (e.g., NCSC, GCHQ, MoD Dstl). Dr.
Marnerides is currently the project coordinator for the €5.8M COCOON project funded by the EU Horizon
Innovation Action (IA) being the first ever EU IA project coordinated by UCY KIOS and UCY in general. He is
a malware detection patent author and has published extensively in top-tier IEEE/ACM conferences and
journals. Moreover, he is a Senior Member (SMIEEE) of the IEEE and a member of the ACM since 2007. Dr.
Marnerides has also played significant roles in various IEEE conferences, earning IEEE ComSoc
contribution awards in 2016 and 2018. He obtained his PhD in Computer Science from Lancaster University
in 2011 and has held lectureships and postdoctoral positions at institutions including Carnegie Mellon
University, University of Porto, University College London, and Lancaster University.
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